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Al-based Automated Song Cover by Singing Voice Conversion (SVC)

while preserving the original lyrics and melody
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Singing Voice Conversion (SVC): Challenging Music Industry

Hm |ow entry barriers 2>
wide spread of Al-based song cover

B The Impact on Music Industry:
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An artificial intelligence-generated song, which
mimics the voices of Drake and The Weeknd

with terrifying accuracy, has been submitted for

Grammy consideration.

Popular “Al Sun Yanzi” in China

 Infringement of singers' civil rights over voices & reputation

 Infringement of record companies' rights to release & distribute songs

 Infringement of the copyright of lyrics and melodies
» Erosion of singers' skill competitiveness (rely on for livelihood)
« Unfair competition faced by record companies
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We, the undersigned members of the artist and songwriting communities,
call on Al developers, technology companies, platforms and digital music services to
cease the use of artificial intelligence (Al) to infringe upon and devalue the rights of

human artists.



What should we do?

B Reactive Detection:

SingFake-T02

Method Mixture Vocals Reactive
detection
AASIST 58.12 37.91
reactive  [spectrogram+ResNet|| 51.87 17 65 low  Infringement already committed
detection accuracy « High quality, hard to detect
LFCC+ResNet || 45.12 54.88 e
rReste - Large number, inefficient to detect
Wav2Vec2+AASIST || 56.75 57.26

Singing Voice Deepfake Detection Challenge [1]

[1] W. Huang, L. P. Violeta, S. Liu, J. Shi, Y. Yasuda, and T. Toda, “The singing voice conversion challenge 2023,”
CoRR, vol. abs/2306.14422, 2023.



What should we do?

B Proactive Prevention:

s: Sun Yanzi
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“The butterfly
outside the window
flutters back and
forth on the branch.”

(beneficial application of audio adversarial examples)
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SongBsAb: Methodology

B Challenge: do not know in advance if songs will be used for target or source songs

~ Before release, song company .. .
B Solution: Dual Prevention Q xq i adds imperceptible s — fOrmulated as optimization problem
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“The butterfly
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-@Identity disruption

f (@( 5) @( ,)) @’ singer timbre extractor
i = Distance(O(r + S opposite-gender singers
Gender-Transformation Loss P ’ S opp g g

*@Lyric disruption

_ _ fup = Distance(®y(z + §), Py(z’))
High/Low Hierarchy Loss + Distance(®y(z + 6), &y (z'))

®y high-level lyric features

D; low-level lyric features
;1;" A song with different lyrics

arg mins frp + fip



SongBsAb: Methodology

B Challenge: high guality requirements of songs

B Solution: backing track-refined simultaneous masking

Masker

(singing
Masker VOICE)
(back‘ﬂack)

Threshold

the perturbation will not be audible as long as it is under one of
the masking thresholds of the singing voice and the backing track



SongBsAb: Methodology

B Challenge: Transferability to unknown SVC models exploited by adversaries

B Solution: encoder ensemble & frame-level interaction reduction loss

 encoder ensemble: craft perturbation on multiple local white-box SVC models

 frame-level interaction reduction loss:

no perturbation
l (): set of perturbation units

Ei(v(Q) +v(8) — v(@\ {i}) — v({i})) @ o perturbatior
Q/{i}: only unit i not perturbed
{i}: only unit i perturbed

perturbation interaction [2]: 7
n N

interaction is negatively correlated with transferability — minimize the interaction loss at frame-level

[2] X. Wang, J. Ren, S. Lin, X. Zhu, Y. Wang, and Q. Zhang, “A unified approach to
interpreting and boosting adversarial transferability,” in ICLR, 2021.



SongBsADb: Evaluation

B Few-shot SVC model: Lora-SVC, Vits-SVC, Grad-SVC, NeuCo-SVC
B Dataset: OpenSinger (Chinese), NUS-48E (English)

B Metric: Identity Similarity with target singer; lyric Word Error Rate (WER)
B Baseline: Attack-VC [3], AntiFake [4]

[3] C. Huang, et al, “Defending your voice: Adversarial attack on voice conversion,” in SLT, 2021.
[4] Z. Yu, et al, “Antifake: Using adversarial audio to prevent unauthorized speech synthesis,” in CCS, 2023.

Ve ;lievention Effecﬁiveness Prevention Effectiveness
entity yric SVC Tdentit Lyric
Dataset A h | .o . Y ¥
AMSEY Model| PPN Igimilarity || WER (%) 1| Datasetny qqy| ApProach o, arity ||WER (%) 1
_ y| g |y| @ y| 9 |y| @
AntiFake 0.15 132 L AntiFake 0.22 720
. Lora | AttackVC [ 055 f7) 139 o [AttackvC-W47| 025 [233] 23.1
Y Covered songs w/o prevention -SVC |AttackVC-W222| 024 22 131 “SYC | SongBsAb 79.9]
SongBsAb 0.05 6.1 -
vits | AntiFake 015 15.2 Vis |\ ek VOW[0TR] 005 154 103
~ _ o Sye [AttackVC-W[05T) 026 [149] 147 s | -SV€ b X ¥
Y Covered songs w/ prevention dpen | - SongBsAb 0.0 [90.4 US SongBs 0.12) 784
Singer Anfi -48E AntiFake 0.24 41.2
Graa | AntiFake 0.17 o Grad |\ ttackvC-W[043| 024 [11] 43.6
SVC AttackVC-W|0.48| 0.23 [32.1 SVC Wb : - :
SongBsAb [0.11] 103.6 SongBsAb 0.16 94.5
NeuCo|  AntiFake 033 208 NeuCo| AntiFake 0.24 227
Sve [AttackVC-W[o.65| 028 [18.1] 20.1 Sy [AttackVC-WJ0.59| 022 1226 217
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SongBsAb: Audio Demo

q > q =
Input: target singer (style & timbre) Output w/o SongBsAb
DI q4 =

Input: source singer (lyric & melody) Output w/ SongBsAb







SongBsADb: Evaluation

B Impact on song quality and enjoyment experience

human study: if a given song contains any background noise
and if so, how the noise influences their enjoyment of the song
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“Noise +" and “Noise -" denote the answers “noisy w/ influence” and “noisy w/o influence”



SongBsADb: Evaluation

B Transferability

B8 w/o FL-IR Loss = w/ FL-IR Loss
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Identity Disruption
AlS: decrease of identity similarity
Ensemble: encoder ensemble
FL-IR: frame-level interaction reduction

B w/o FL-IR Loss == w/ FL-IR Loss
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Lyric Disruption
AWER: increase of lyric Word Error Rate
Ensemble: encoder ensemble
FL-IR: frame-level interaction reduction



Take away

® The first proactive prevention against singing voice conversion-based illegal song covers
® Dual prevention: identity & lyric disruption

® Backing track-refined simultaneous masking to preserve song quality

® Encoder ensemble & frame-level interaction reduction loss to enhance transferability

® Application: copyright & civil rights protection by record companies & singers

Website: https://sites.google.com/view/songbsab

Any Question?
Thanks!


https://sites.google.com/view/songbsab
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